
THE CALIFORNIA CONSUMER PRIVACY ACT FROM 2018 UNTIL TODAY: 
WHAT ICI’S MEMBERS NEED TO KNOW ABOUT  

ITS HISTORY AND IMPACT 
 

 
HISTORY OF CALIFORNIA’S PRIVACY LAW 
 
In 2017, attorneys representing a California developer, Alastair Mactaggert, 
submitted to the California Attorney General an initiative, The California 
Consumer Personal Information Disclosure and Sale Initiative (2018), for 
inclusion the November 2018 ballot.1  If passed by the electorate, this initiative, 
Initiative Measure No. 17-0039, would have created The California Consumer 
Privacy Act of 2018.  The Act would have granted California consumers greater 
transparency about and control of the information that businesses collect, 
maintain, use, sell, and distribute about them.  Once enacted, the Act provided 
that it could only be amended if 70% of both houses of the General Assembly 
concurred in such amendment, which would have made changes to it quite 
difficult. 
 
After Mr. Mactaggert obtained the signatures necessary for his initiative to 
appear on the November 2018 ballot, the business community began to raise 
concerns about how the Act’s provisions would impact entities that conduct 
business in California, including the unusually high bar for revising them after 
enactment.  These concerns resulted in negotiations with Mr. Mactaggert, who 
ultimately agreed to withdraw his initiative if the California General Assembly 
passed legislation that granted California’s consumers the rights they would 
have acquired under his proposal in a substantially similar form as the 
proposal.2  Time was of the essence in this matter because, if the General 
Assembly failed to enact such legislation prior to the time that Mr. Mactaggert 
could withdraw his proposal, it would have appeared on the November 2018 
ballot and become law upon passage by a majority of the electorate (which was 
expected).  To meet this deadline, within the span of just a few days in the 
summer of 2018, staff of the General Assembly, worked together with Mr. 
Mactaggert and his colleagues to draft Assembly Bill 375 to create the 
California Consumer Privacy Act (CCPA). Section 1798.198 of Assembly Bill 
375 expressly provided that the CCPA “shall become operative only if initiative 
measure No. 17-0039, The Consumer Right to Privacy Act of 2018, is 
withdrawn from the ballot pursuant to Section 9604 of the Elections Code.”    
 

                                                             
1  A copy of the submission is available at: 
https://www.oag.ca.gov/system/files/initiatives/pdfs/17-
0039%20%28Consumer%20Privacy%20V2%29.pdf. 
 
2 More information about the 2018 ballot initiative (including its funding, supporters and 
opponents) and its withdrawal is available from Ballotpedia at: 
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2018 ENACTMENT OF THE CALIFORNIA CONSUMER PRIVACY ACT (CCPA) 
 
Assembly Bill 375 was introduced on June 21, 2018.  In the span of one day, 
June 28, 2018, the bill passed the Assembly, passed the Senate, and was 
presented to the Governor by 1:30 p.m. for his signature.  It became law that 
day when Governor Brown signed it.  The effective date of the law was January 
1, 2020.3  Between the law’s enactment and its effective date, pursuant to 
Section 1798.185 of the CCPA, the Attorney General was required to adopt 
rules to implement the new law’s provisions by January 1, 2020.  Importantly, 
the rulemaking authority granted to the Attorney General did not permit him to 
alter the substance of the CCPA.  As of October 1, 2019, such rules have not 
yet been published for comment, notwithstanding the fast-approaching 
effectiveness of the new law. 
 
Because Initiative Measure No. 17-0039 made time of the essence in getting 
Assembly 375 enacted into law so Mr. Mactaggert would withdraw his 
initiative, the seven-day period between the bill’s introduction and it being 
signed into law did not provide time for public vetting of the its language; nor 
did it provide interested persons the opportunity to correct problems with or 
clarify such language.  As soon as the bill was enacted, it was immediately 
obvious that technical corrections were needed to it.  In August 2018, the 
California General Assembly passed Senate Bill 1121 to make these corrections 
and address some glitches with the CCPA.4  This bill, which was purely 
technical and did not change the substance of the CCPA, was signed into law 
by Governor Brown on September 23, 2018.5        
 
 
  

                                                             
https://ballotpedia.org/California_Consumer_Personal_Information_Disclosure_and_Sale_Initi
ative_(2018).  
 
3  The history of the bill from its introduction to enactment is available at: 
https://leginfo.legislature.ca.gov/faces/billHistoryClient.xhtml?bill_id=201720180AB375. 
 
4  The text of this bill is available at: 
https://leginfo.legislature.ca.gov/faces/billTextClient.xhtml?bill_id=201720180SB1121.  One 
of the provisions amended was the GLBA exception, which is next discussed.  While the intent 
of this amendment was to clarify the exemption, the language of this exemption remained 
ambiguous and subject to interpretation, as discussed in the Institute’s analysis of it. 
 
5  See 
https://leginfo.legislature.ca.gov/faces/billHistoryClient.xhtml?bill_id=201720180SB1121. 
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THE INSTITUTE’S ANALYSIS OF THE 2018 CCPA’S IMPACT ON MEMBERS  
 
After the enactment of the CCPA, the Institute created a Resource Center on 
our member website (www.ici.org) in order to alert our members to the CCPA 
and enable them to better understand its impact on their operations.  Included 
in the materials posted on this Resource Center is an Analysis of the law and, 
in particular, an analysis of an exemption in Section 1798.145(e) of the CCPA.  
This exemption carves out of the CCPA “personal information collected, 
processed, sold, or disclosed pursuant to the Gramm-Leach-Bliley Act 
[GLBA].”6  According to the Institute’s analysis, this exemption appears 
intended to provide “a carve out from the CCPA’s substantive requirements for 
any information on a California consumer that a financial institution that is 
subject to the GLBA and Regulation S-P – including mutual funds – collects 
without regard to the source of such information or the purpose for which it 
was shared with or collected by the institution.”  In other words, this 
exemption would appear to relieve mutual fund complexes of having to comply 
with the CCPA with respect to the conduct of their business with California 
shareholders.   
 
While the GLBA exception in Section 1798.145 addresses shareholder 
information, it does not address employee information held by mutual funds.  
This is significant because the definition of “consumer” in the CCPA includes 
employees.  Because of this, the Institute’s analysis of the CCPA noted that 
information a mutual fund collects on its California employees, including any 
fund trustees that reside in California, would not be within scope of the GLBA 
exception.  Accordingly, even if a mutual fund as a financial institution did not 
have to implement the CCPA with respect to the information it collects, 
processes, or discloses on its shareholders, it would have to implement the 
CCPA with respect to the information it collects, processes, or discloses on its 
employees or trustees.   
 
AMENDMENTS TO THE CCPA DURING THE 2019 LEGISLATIVE SESSION 
 
To avoid the Institute’s members and other financial institutions having to 
implement the CCPA solely to address information they collect on their 
employees, the Institute decided to pursue amendments to the CCPA during 
the 2019 legislation session.  Our goal was to carve employees out of the law’s 
definition of “consumer” to fix this anomaly.  Because the California Chamber 
of Commerce, too, was interested in revising the law to carveout employees’ 

                                                             
6  This Analysis, which remains available on the Resource Center, has been updated to reflect 
2019 revisions to the CCPA.  Title V of the GLBA applies to all “financial institutions,” including 
mutual funds, transfer agents, investment advisers, broker-dealers, custodians, etc.  The 
Institute’s Analysis discusses the scope of Title V in more detail.  
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information, the Institute partnered with the Chamber and a coalition it had 
put together to address this issue during the 2019 session of the California 
General Assembly. 
 
The CCPA was a popular topic for amendments during the 2019 legislative 
session; approximately 30 bills were introduced to revise it.  Of these, only a 
few passed, and each of the bills that passed were passed with Mr. 
Mactaggert’s support, approval, or lack of opposition.  Fortunately, two of the 
bills that passed were bills the Institute worked with the California Chamber of 
Commerce on to address the treatment of employee information held by 
financial institutions.  These bills were Assembly Bills 25 and 1355: 
 
 Assembly Bill 25:  Carveout for Employees’ Information 
 
California Assembly Bill 25 was introduced by Representative Chau in 
December 3, 2018.  As originally introduced, the bill revised the definition of 
“consumer” to add a new provision excluding employees from its scope: 
 

‘Consumer’ does not include a natural person whose personal 
information has been collected by a business in the course of a person 
acting as a job applicant or as an employee, contractor, or agent, on 
behalf of the business, to the extent their personal information is used 
for purposes compatible with the context of the person’s activities for the 
business as a job applicant, employee, contractor, or agent of the 
business. 

 
In June, the bill was revised to delete this exception and, instead, address this 
issue by carving employees out of the scope of the CCPA.  It did so by adding a 
new exception in Section 1798.145 to address the employee issue:  

 
(g) (1) This title7 shall not apply to any of the following: 
 

(A)  Personal information that is collected by a business about 
a natural person in the course of the natural person acting 
as a job applicant to, an employee of, owner of, director of, 
officer of, medical staff member of, or contractor of that 
business to the extent that the natural person’s personal 
information is collected and used by the business solely 
within the context of the natural person’s role or former 
role as a job applicant to, an employee of, owner of, director 

                                                             
7 As used in this new provision, “title” refers to the entirety of the CCPA. 
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of, officer of, medical staff member of, or a contractor of 
that business. 

 
(B)  Personal information that is collected by a business that 

is emergency contact information of the natural person 
acting as a job applicant to, an employee of, owner of, 
director of, officer of, medical staff member of, or contractor 
of that business to the extent that the personal information 
is collected and used solely within the context of having an 
emergency contact on file. 

 
 
When the Senate considered Assembly Bill 25, concerns were raised that a 
wholesale carveout of employee’s information from the CCPA would undermine 
the privacy rights of employees.  According to a report on the bill prepared by 
the staff of the Senate Judiciary Committee, “a coalition of labor, privacy, 
consumer, and employee rights groups argue that the CCPA explicitly intended 
to apply to employee consumers as indicated by the inclusion of professional 
and employment-related information in the [CCPA’s] definition of personal 
information.”  The report noted that the coalition was concerned that, 
excluding employees from the definition of “consumer” in the CCPA would “go 
too far in eroding the rights of employee consumers.”  In support of their 
concerns, the coalition noted that: 
 

Workers’ interest in data privacy is closely related to consumers’ 
interest, and many of the same technology is used to monitor both.  
Just as retailers may use personal data to create user profiles and 
direct targeted advertising, employers may aggregate data in the 
same way.  For example, when Target mined a wide variety of data 
to build customer profiles to predict when a customer was expecting 
a baby, many found it troubling.  Employers can, and have, used 
the same data mining algorithms to infer/predict worker 
pregnancies and other health conditions.  This use of data by 
employers does not just threaten employee privacy, but can also be 
used to discriminate against workers on prohibited bases.  For 
example, Amazon experimented with an artificial intelligence hiring 
tool, but the company was forced to scrap the project when it 
downgraded graduates from all-women’s colleges and penalized 
resumes that included the word “women’s” as in “women’s chess 
club captain.” 
 
Workplace monitoring, in its many forms, is an increasingly 
common business practice.  According to a 2007 survey by the 
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American Management Association of self-reported data, 66% of 
employers monitor internet traffic, 48% use video surveillance, 45% 
monitor keystrokes, and 8% track employees’ location via GPS.  
More recently, a 2018 survey of US/UK IT professionals found that 
98 percent of U.S. and U.K. workplaces have some form of digital 
surveillance, such as tracking employees through sociometric 
badges or biometric scanners, scanning emails and social media 
posts, monitoring computer keystrokes, surveilling with a video 
camera or monitoring movement through GPS on phones.  That 
survey found that only 11 percent of workers were aware of the full 
extent of monitoring, and an equal percent were not aware that 
monitoring was taking place at all.8 

 
To ensure that employees were provided some transparency into the employers’ 
surveillance and data collection practices, the bill was revised by the Senate 
Judiciary Committee to provide employees some modicum of transparency 
about employers’ practices.   
 
In particular, the Committee revised the bill to add two additional new 
provisions. One provided that the above exception for employee information 
shall not apply to Section 1798.100(b)9 or Section 1798.150.10  These two 
amendments ensured that employees were informed of the categories of 
information their employer was collecting about them and provided them 
recourse in the event of a breach of such information. In addition, the 
Committee added a new provision sunsetting these newly added provisions.  
Pursuant to this provision, the exception for employee information, “shall 

                                                             
8  See pages 9-10 of the Senate Judiciary Report, which is available through this link: 
http://leginfo.legislature.ca.gov/faces/billAnalysisClient.xhtml?bill_id=201920200AB25.  
Footnotes in the original text have been omitted.   
 
9  Section 1798.100(b) provides as follows: 
 

 (b) A business that collects a consumer’s personal information shall, at or before the 
point of collection, inform consumers as to the categories of personal information to be 
collected and the purposes for which the categories of personal information shall be 
used. A business shall not collect additional categories of personal information or use 
personal information collected for additional purposes without providing the consumer 
with notice consistent with this section. 

 
10  Section 1798.50 authorizes any consumer whose nonencrypted or nonredacted personal 
information is subject to an unauthorized access and exfiltration, theft, or disclosure as a 
result of the business’ violation of the duty to implement and maintain reasonable security 
procedures and practices appropriate to the nature of the information to protect the personal 
information to institute a civil action for damages and other relief the court deems proper.   
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become inoperative on January 1, 2021.”11  This was added to ensure that, 
during the 2020 legislation session, the General Assembly addressed, in a more 
comprehensive fashion, the privacy rights of employees.  
 
In September 2018, Assembly Bill 25 was further revised, in part, to add the 
substance of Assembly Bill 1355 (discussed below) to it to address employee 
information disclosed in connection with business-to-business transactions or 
communications. This final version of Assembly Bill 25 was passed by the 
Senate on September 12, 2019 and by the House on September 13th.  It was 
presented to the Governor for his signature at 4 p.m. on September 26th.  The 
Governor signed the bill into law on October 12th, 2019.   
 
As a result of the enactment of Assembly Bill 25, until January 1, 2021, 
the only obligation the CCPA imposes on a financial institution that can 
rely upon the GLBA exception in the CCPA is a duty to inform employees, 
prior to or at the time of collecting personal information from such 
employees, of the categories of personal information12 that will be 
collected from them and how the employer plans to use such information.   
 
 Assembly Bill 1355:  Employee Information in B2B Transactions 
 
Assembly Bill 1355 was introduced in February 2019, in part, to exempt from 
the CCPA any employee information disclosed in connection with business-to-
business communications. According to the Senate Floor Analysis of the bill, 
the bill’s sponsor, Representative Chau, explained the need for an exemption 
for business-to-business communications as follows:  
 

As businesses get ready to operationalize the CCPA, some have raised 
concerns that forcing businesses to apply consumer rights to business 

                                                             
11  The bill was further revised in September 2019, prior to its passage, but those amendments 
did not impact the employee carveout of interest to the Institute or the business-to-business 
carveouts. 
 
12  Pursuant to Section 1798.130 and 1798.140 of the CCPA, it appears that the “categories” 
referred to in this provision include the following: identifiers (e.g., real name, alias, postal 
address, unique personal identifier, online identifier Internet Protocol address, email address, 
account name, social security number, driver’s license number, passport number, or other 
similar identifiers); commercial information (e.g., records of personal property, products or 
services purchased, obtained, or considered, or other purchasing or consuming histories or 
tendencies); biometric information; Internet or other electronic network activity information 
(e.g., browsing history, search history, and information regarding the employee’s interaction 
with an Internet Web site, application, or advertisement); geolocation information; audio, 
electronic, visual, thermal, olfactory, or similar information; professional or employment-
related information’ and education information,  
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transactions and communications will result in unintended 
consequences.  For example, before deciding whether to invest in or do 
business with another business, companies routinely check on whether 
that business is reputable.  The individuals whose information is 
checked in due diligence almost never communicate with the business 
conducting the due diligence.  Deletion or access rights to this due 
diligence would compromise its effectiveness and potentially lead to 
retaliation against the business for its use of the information.13 

 
Assembly Bill 1355 addressed these business concerns by exempting from the 
CCPA communications or transactions between a business and a consumer, 
where the latter is acting in their capacity as an employee, owner, director, 
officer, or contractor of a specific entity by adding the following language to the 
CCPA: 
 

The obligations imposed on businesses by Sections 1798.100, 1798.105, 
1798.110, 1798.115, 1798.130, and 1798.135 shall not apply to personal 
information reflecting a written or verbal communication or a transaction 
between the business and the consumer, where the consumer is a natural 
person who is acting as an employee, owner, director, officer, or contractor 
of a company, partnership, sole proprietorship, non-profit, or government 
agency and whose communications or transaction with the business occur 
solely within the context of the business conducting due diligence 
regarding, or providing or receiving a product or service to or from such 
company, partnership, sole proprietorship, non-profit, or government 
agency. 

 
While this new exemption relieves a business from most of the substantive 
provisions of the CCPA, it does not affect the consumer’s right to restrict the 
sale of that information. Also, consistent with the sunset provision in Assembly 
Bill 25, this exception will expire by operation of law on January 1, 2021. 
 
Like Assembly Bill 25, Assembly Bill 1355 was passed by the Senate on 
September 12, 2019 and by the House on September 13th.  It was presented to 
the Governor for his signature at 4 p.m. on September 26th.  The Governor 
signed the bill into law on October 12th, 2019.    
 
 
  

                                                             
13  See pages 5-6 of the Senate Floor Analysis of AB 1355, which is available through this link: 
https://leginfo.legislature.ca.gov/faces/billAnalysisClient.xhtml?bill_id=201920200AB1355. 
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As a result of the enactment of Assembly Bill 1355, the requirements of 
the CCPA will not apply to any business, including a mutual fund, that, in 
the ordinary course of its business, engages with other businesses and 
acquires information about individuals (consumers) associated with that 
other business so long as there is no attempt to sell the individual’s 
information.   
 
 
NEXT STEPS 
 
 Employee Information 
 
As noted above, while Assembly Bills 25 and 1355 revised the CCPA to exempt 
employees’ personal information, these exemptions will expire by operation of 
law on January 1, 2021.  This expiration provision is intended to motivate the 
General Assembly to pass comprehensive privacy protections for employees 
during the 2020 legislative session.  Because, obviously, issues relating to the 
treatment of employees as consumers under the CCPA, and under California 
law more generally, will be in play during the 2020 session, the Institute will 
continue to monitor the General Assembly during the 2020 session and engage 
as necessary to preserve the employee information carveouts enacted in 2019 
through Assembly Bills 25 and 1355. 
 
 The CCPA 2020 Ballot Initiative 
  
Notwithstanding the 2018 enactment of the CCPA and corrections made to it 
since its original enactment, Mr. Mactaggert continues to pursue additional 
privacy rights for California consumers.  In 2019, after the adjournment of the 
General Assembly, he filed with the California Attorney General a new initiative 
for the 2020 ballot, The California Consumer Privacy Act of 2020.14  While this 
initiative largely tracks the current CCPA, as explained by The Washington 
Post,  
 

If the initiative passes, it would grant Web users in the Golden State 
new rights around their sensitive information, such [as] their health 
and financial records or precise location. Consumers would have to 
give their permission before such data could be sold, and they would 

                                                             
14 Persons interested in reading this new 51-page initiative can access it through this 
link:  https://oag.ca.gov/system/files/initiatives/pdfs/19-
0017%20%28Consumer%20Privacy%20%29.pdf.   
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gain the ability to block companies from monetizing those sensitive 
insights through targeted ads. 

 
Mactaggart’s proposal also includes the creation of an agency in 
California to enforce privacy protections, along with tougher 
penalties for mishaps involving children under age 16. And it would 
require companies to demystify their secret algorithms when such 
software is used to profile a person, such as determining their 
employment prospects or their ability to obtain housing, credit 
cards, loans or other key services.15 

 
Importantly for the Institute’s members (and other financial institutions), this 
new ballot initiative: 
 

 Not only includes the CCPA’s GLBA exemption that members of the 
Institute rely on, but it corrects the language of that exemption to clarify 
that it covers all information “subject to” the GLBA.  As a result, the 
language of this exemption will be consistent with the Institute’s 
interpretation of it in the 2018 CCPA; 
 

 Includes a carveout for employees’ information, consistent with 
amendments enacted to the CCPA during the 2019 legislative session; 
and  
 

 Could be amended by the California General Assembly by a simple 
majority of both houses and not by the 70% majority in his 2018 ballot 
initiative. 
 

The Institute will continue to monitor the progress of this 2020 ballot initiative. 
 
 
 
 

                                                             
15  See Privacy Activist in California launches new ballot initiative for 2020 election, Tony Romm 
(Sept. 24, 2019), which is available at: 
https://www.washingtonpost.com/technology/2019/09/25/privacy-activist-california-
launches-new-ballot-initiative-election/ 


