ANALYSIS OF THE GLBA AND EMPLOYEE INFORMATION EXEMPTIONS
IN THE CALIFORNIA CONSUMER PRIVACY ACT

Note: As discussed in more detail in ICI’s document, “The California Consumer
Privacy Act from 2018 Until Today: What Members Need to Know About its
History and Impact,” the California Consumer Privacy Act (CCPA), was originally
signed into law in July 2018 and revised in 2019. With limited exceptions, it
applies to all businesses that obtain information on a consumer who resides in
California. Importantly for the Institute’s members and other financial
institutions, exemptions in the CCPA should relieve members of the Institute and
other financial institutions from the CCPA’s substantive requirements. These
exemptions apply to (1) consumer information pursuant to the Gramm-Leach-
Bliley Act (GLBA) and (2) information on a business’s employees. While the first
exemption was in the version of the CCPA enacted in 2018, the second was
added by the General Assembly in 2019.

This document analyzes these two exemptions. The analysis of the GLBA
exemption is based upon ICI’s review of the CCPA, the GLBA, and the SEC’s
Regulation S-P, which implements the GLBA for SEC registrants subject to the
GLBA. Importantly for understanding this exemption, it bears noting that the
SEC registrants subject to the GLBA are those that are “financial institutions”
under the GLBA because they engage in “activities that are financial in nature”
as such term is defined in Section 4(k) of the Bank Holding Company Act (BHCA).
These registrants include funds (as an issuer of securities under Section
4(k)(4)(D)) of the BHCA); a fund’s adviser (pursuant to Section 4(k)(4)(C) of the
BHCA); a fund’s underwriter or distributor (pursuant to Section 4(k)(4)(E) of the
BHCA); and the fund’s custodian (pursuant to Section 4(k)(4)(A) of the BHCA).

The analysis of the exemption added for employees is based on the language of
those exemptions and their purpose according to the sponsor of the bills that
effected these changes.

This analysis should not be relied upon as legal advice. We encourage
all members to consult their own internal or external counsel to conduct
their own analysis of the CCPA and the GLBA to determine the new law’s
impact on the member’s business.
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BACKGROUND

The California Consumer Privacy Act (CCPA) was originally signed into law in
July 2018.! The law imposes notice and disclosure requirements on all
businesses — including any affiliated business with the same brand — that
collect information on consumers. The term “consumer” is defined to mean “a
natural person who is a California resident.” As such, the CCPA would apply
to mutual funds with California shareholders or employees. As it was
originally enacted, Section 1798.145(e) of the CCPA included an exception from
the CCPA’s requirements for information “collected, processed, sold, or
disclosed pursuant to the federal Gramm-Leach-Bliley Act” (GLBA) so long as
such information was not “in conflict” with the CCPA. In September 2018, the
provision was revised to delete the “in conflict” clause. The intent of this
amendment was to resolve the uncertainty regarding the GLBA exception and
clarify that the exception was intended to provide, with one exception,? a carve
out from the CCPA for all information subject to the GLBA.

THE GLBA EXEMPTION

As revised in September 2018, the GLBA exception in Section 1798.145(e)
reads as follows:

() This title shall not apply to personal information
collected, processed, sold, or disclosed pursuant to the federal
Gramm-Leach-Bliley Act (Public Law 106-102), and
implementing regulations, or the California Financial
Information Privacy Act (Division 1.4 (commencing with
Section 4050) of the Financial Code.) This subdivision shall
not apply to Section 1978.150.

1 For the history of the CCPA, see The California Consumer Privacy Act from 2018 Until Today:
What ICI’'s Members Needs to Know About its History and Impact,” (ICI, October 2019), which is
available in the Institute’s California Consumer Privacy Law Resource Center.

2 The one exception, as noted in the excerpt of this provision, below, relates to Section
1978.150 of the CCPA. Section 1798.150 authorizes any consumer whose nonencrypted or
redacted information is “subject to an unauthorized access and exfiltration, theft, or disclosure
as a result of the business’s violation of the duty to implement and maintain reasonable
security procedures and practices . . . to institute a civil action” against the business.
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Scope of the Exemption

Notwithstanding this amendment and its intent, the language of this carve out
is curious for two reasons. First, this exception in the CCPA, by its express
language, is limited to information that is “collected, processed, sold, or
disclosed pursuant to the GLBA.” [Emphasis added.] The only information that
a financial institution collects, processes, sells, or discloses pursuant to the
GLBA would likely be a consumer’s election to opt out of the sharing of his or
her nonpublic personal information (NPPI). All other information collected,
processed, sold, or disclosed by a financial institution is information the
institution collects, processes, sells, or discloses in its ordinary course of
business (including pursuant to regulatory requirements) and not as a result of
the GLBA. Reading “pursuant to” in the CCPA’s exception literally would
render it largely meaningless as it would only cover a consumer’s opt-out
election. If, instead, we read “pursuant to” to mean “subject to,” then the
exception makes sense and is consistent with the drafters’ intent to provide a
carve out for GLBA information. This interpretation is supported by a 2020
ballot initiative submitted to the California Attorney General by the drafter of
the CCPA, Alistair Mactaggart. This initiative, which would, in part, re-enact
and revise the CCPA, includes the current exception in Section 1798.145(e) but
revises it to apply to all information “subject to the” the GLBA.

Secondly, the substantive provisions of the GLBA only apply to a “consumer’s”
personal information and “consumer” is defined in the GLBA and the SEC’s
implementing regulation, Reg. S-P as “an individual who obtains, from a
financial institution, financial products or services.”3 This raises the issue of
whether the carve out in the CCPA extends to information that a financial
institution collects about an individual when providing a financial product or
service to an institutional client (e.g., non-public personal information (NPPI)
relating to an officer, director, or owner of that institutional client) that is not a
consumer for purposes of the GLBA or the SEC’s implementing regulation,
Regulation S-P. If we read the CCPA’s exception to apply only to information
provided to a financial institution by a consumer in connection with the
consumer obtaining a financial service or product, notwithstanding CCPA’s
carve out, it would appear that a financial institution would remain subject to
the CCPA if it collects personal information on a consumer in connection with
providing a financial product or service to an institutional account.

3 See Section 509(9) of the GLBA; emphasis added. The GLBA defines “consumer” to mean “an
individual who obtains, from a financial institution, financial products or services which are to
be used primarily for personal, family, or household purposes, and also means the legal
representative of such an individual.” See Section 509(9) of the GLBA.
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Note, however, that the exception in the CCPA is not limited to personal
information the business collects from a consumer. Instead, it applies to any
personal information collected, processed, sold, or disclosed to the institution
that is subject to the GLBA — regardless of whether the source was the
consumer. So, what “personal information” is subject to the GLBA?

Section 509(4) of the GLBA answers this question.4 This section defines NPPI
to mean “personally identifiable financial information” that is:

(i) Provided by a consumer to a financial institution;

(i) Resulting from any transaction with the consumer or any service
performed for the consumer; or

(iii) Otherwise obtained by the financial institution.”>

Obviously, subsections (i) and (ii) would not except from the CCPA consumer
information an institutional investor provides to a financial institution because
such information is neither provided by a consumer nor results from a
transaction with a consumer. Importantly, subsection (iii) of this definition
covers any NPPI that is collected by a financial institution without regard to the
source of the information or the purpose for which it was collected. A literal
reading of Subsection 509(4)(iii) appears to indicate that the GLBA exception in
the CCPA would, in fact, extend to information about a consumer that an
institution subject to the GLBA collects, processes, sells, or discloses in
connection with providing a financial product or service to a client, including
an institutional client.

Note, however, that the predicate language to the subsections in Section 509(4)
limits the scope of this definition to “financial information.” If the GLBA’s
definition is limited to “financial” information, would this mean that NPPI a
fund collects on a consumer that is not “financial” in nature (e.g., the
consumer’s name, SSN, etc.) falls outside the definition of NPPI in the GLBA
and, therefore, outside the CCPA’s exception? The answer to this question
appears to be “no.” This is because, as used in the GLBA, the term “financial
information” is not, in fact, limited to only financial information. As is obvious
from this excerpt from the SEC’s Release, the SEC expressly addressed this
issue when it adopted Regulation S-P:

Treatment of identifying information as financial. We
continue to believe that it is appropriate to treat any
information as ‘financial’ information if a financial

4 The GLBA does not define the term “personal information.” Instead, it defines NPPIL.

5 Emphasis added.
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institution obtains it in order to provide a financial product
or service. We also believe this approach is consistent with the
G-L-B Act. Although the statute does not define the term
financial,” it does include a broad definition of 4“inancial
institution’ used in the G-L-B Act, which encompasses a large
number of entities (such as travel agencies, insurance companies,
and data processors) that engage in activities not traditionally
considered financial. As a consequence of that definition, the
range of information that has a bearing on the terms and
availability of a financial product or service or that a financial
institution uses in connection with providing a financial product
or service is extremely broad and may include, for instance,
medical information and other types of information that might not
commonly be thought of as financial. It includes information a
broker-dealer, fund, or registered adviser requests from the
consumer, obtains from a transaction involving a financial
product or service with the consumer, or otherwise obtains in
connection with providing a financial product or service to a
consumer. Thus, the information included in the definition of
"financial" is information the broker-dealer, fund, or registered
adviser has determined is relevant to providing a financial product
or service. [Emphasis added.]®

Reading this provision in the SEC’s Release together with Section 509(4)(iii) of
the GLBA and the GLBA exception in the CCPA would appear to provide an
exclusion for all NPPI “obtained by [a] financial institution” that is subject to
the GLBA. This result would appear consistent with the intent of the drafters
of the CCPA’s exception, which was for Section 1798.145(e) to provide a carve
out for information subject to the GLBA.

CCPA and Institutional Clients under the GLBA

A concern that might arise from this reading of the scope of the GLBA and its
definition of NPPI is whether it has unintended consequences under the GLBA.
For example, when implementing the substantive provisions of the GLBA, if
financial institutions are not treating institutional clients as consumers for
purposes of the GLBA, might this raise concerns about the financial
institution’s compliance with the GLBA and Reg. S-P? Pursuant to Section
248.1 of Regulation S-P, the answer to this question appears to be “no.” This is

6 See https://www.sec.gov/rules/final/34-42974.htm. [This excerpt can be found in the
discussion of Section 248.3, Definitions, in the text between the text associated with footnotes
82 and 83.]
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because Section 248.1 expressly affirms that Regulation S-P “does not apply to
information about companies or about individuals who obtain financial
products or services primarily for business, commercial, or agricultural
purposes.”

Based on the above analysis, it would appear that the exception in Section
1798.145(e) of the CCPA provides a carve out from the CCPA’s substantive
requirements for any information subject to the GLBA and Regulation S-P that
a financial institution — including mutual funds - collects on a California
consumer without regard to the source of such information or the purpose for
which it was shared with or collected by the institution.

Limits on the GLBA Exemption in the CCPA; Employee Information

Importantly, however, the CCPA’s exception in Section 1798.145(e) only applies
to information subject to the GLBA. To the extent an entity within a mutual
fund complex is not a financial institution subject to the GLBA, such entity
would not be able to rely upon the CCPA’s exclusion. Also, information an
entity subject to the GLBA collects on its California employees similarly would
likely not fall within the CCPA’s exception because that is not information
subject to the GLBA. The employee information that may fall within the CCPA’s
scope includes both the information the institution collects on its own
California employees or trustees and the information it may obtain from
individuals (consumers) associated with other businesses that the institution
acquires in the course of due diligence or in connection with business
transactions and communications. As a result, even if a mutual fund as a
financial institution did not have to implement the CCPA with respect to the
information it collects, processes, or discloses on its shareholders, it would
have to implement the CCPA with respect to the information it collects,
processes, or discloses on these employees or trustees.

2019 Amendments to the CCPA to Address Employee Information

The CCPA was revised during the 2019 legislative session to provide carveouts
for employee information, including such information held by businesses that
are eligible for the GLBA exemption. With respect to the business’s own
employees, a new subsection (g) was added to Section 1798.145 to provide as
follows:

(g) (1) This title” shall not apply to any of the following:

7 As used in this new provision, “title” refers to the entirety of the CCPA.
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(A) Personal information that is collected by a business about
a natural person in the course of the natural person acting
as a job applicant to, an employee of, owner of, director of,
officer of, medical staff member of, or contractor of that
business to the extent that the natural person’s personal
information is collected and used by the business solely
within the context of the natural person’s role or former
role as a job applicant to, an employee of, owner of, director
of, officer of, medical staff member of, or a contractor of
that business.

(B) Personal information that is collected by a business that
is emergency contact information of the natural person
acting as a job applicant to, an employee of, owner of,
director of, officer of, medical staff member of, or contractor
of that business to the extent that the personal information
is collected and used solely within the context of having an
emergency contact on file.

The 2019 amendments to the CCPA provided that this carve out shall not apply
to the requirements of Section 1798.100(b)8 or Section 1798.150.° This was to
ensure that employees have (1) a right to be informed of the categories of
information their employer collects about them and (2) recourse in the event of
a breach of such information. Importantly, these newly added provisions,
which were signed into law on October 12, 2019, will expire by operation of law
on January 1, 2021. It is hoped that, in lieu of addressing employees’ privacy
concerns in the CCPA, during the 2020 legislative session the California
General Assembly will address, in a more comprehensive fashion, the privacy

8 Section 1798.100(b) provides as follows:

(b) A business that collects a consumer’s personal information shall, at or before the
point of collection, inform consumers as to the categories of personal information to be
collected and the purposes for which the categories of personal information shall be
used. A business shall not collect additional categories of personal information or use
personal information collected for additional purposes without providing the consumer
with notice consistent with this section.

9 Section 1798.50 authorizes any consumer whose nonencrypted or nonredacted personal
information is subject to an unauthorized access and exfiltration, theft, or disclosure as a
result of the business’ violation of the duty to implement and maintain reasonable security
procedures and practices appropriate to the nature of the information to protect the personal
information to institute a civil action for damages and other relief the court deems proper.
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rights of employees, thereby rendering moot the need for these provisions in
the CCPA.

With respect to consumer (employee) information an institution collects from
another business in the course of conducting due diligence of engaging in
transactions or communications with such other business, a new subsection
(m) was added to Section 1798.145 of the CCPA to address this information:

The obligations imposed on businesses by Sections 1798.100,
1798.105, 1798.110, 1798.115, 1798.130, and 1798.13510 shall not
apply to personal information reflecting a written or verbal
communication or a transaction between the business and the
consumer, where the consumer is a natural person who is acting as
an employee, owner, director, officer, or contractor of a company,
partnership, sole proprietorship, non-profit, or government agency
and whose communications or transaction with the business occur
solely within the context of the business conducting due diligence
regarding, or providing or receiving a product or service to or from
such company, partnership, sole proprietorship, non-profit, or
government agency.

According to the sponsor of this language, Representative Chau, it was
intended to address consumer information obtained in business-to-business
transactions:

As businesses get ready to operationalize the CCPA, some have raised
concerns that forcing businesses to apply consumer rights to business
transactions and communications will result in unintended
consequences. For example, before deciding whether to invest in or do
business with another business, companies routinely check on whether

10 The provisions referenced are as follows:
Section 1798.100, Consumer’s Right to Request Information;
Section 1798.105, Consumer’s Right to Request Deletion of Information;
Section 1798.110, Consumer’s Right to Request Categories of Information Collected,;
Section 1798.115, Consumer’s Right with Respect to Information Sold or Disclosed,;
Section 1798.130, Notices Required Under Sections 1798.100, 1798.105, 1798.11,
1798.115, and 1798.125; and
Section 1798.135, Opt-Out Link.

The provisions that remain applicable to this information notwithstanding this carve out are:
Section 1798.120, Consumer’s Right to Opt-Out of the sale of the consumer’s
information; and
Section 1798.150, Liability/Enforcement, which provides a consumer the right to
institute a civil suit in the event of a reach of nonencrypted information.
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that business is reputable. The individuals whose information is
checked in due diligence almost never communicate with the business
conducting the due diligence. Deletion or access rights to this due
diligence would compromise its effectiveness and potentially lead to
retaliation against the business for its use of the information.!!

SUMMARY: APPLICATION OF THE GLBA TO FINANCIAL INSTITUTIONS

As noted above, in 2019 the California General Assembly added new
subsections (g) and (m) to Section 1798.145 of the CCPA. Until January 1,
2021, these provisions exempt from the CCPA employee information. As a
result, it appears that, until January 1, 2021, the only provisions in the CCPA
that financial institutions subject to both the GLBA and the CCPA need to
implement are:

» The provision in Section 1798.100(b), which imposes upon an employer
a duty to inform its employees, prior to or at the time of collecting
personal information from such employees, of the categories of personal
information that will be collected from them and how the employer plans
to use such information;!2 and

» With respect to employee information obtained in connection with a
business-to-business transaction, the provision in Section 1798.120
that provides a consumer to right to opt-out of the sale if the consumer’s
personal information.

11 See pages 5-6 of the Senate Floor Analysis of AB 1355, which is available through this link:
https:/ /leginfo.legislature.ca.gov/faces/billAnalysisClient.xhtml?bill id=201920200AB1355.

12 See fn. 8 above. Pursuant to Section 1798.130 and 1798.140 of the CCPA, it appears that
the “categories” referred to in this provision include the following: identifiers (e.g., real name,
alias, postal address, unique personal identifier, online identifier Internet Protocol address,
email address, account name, social security number, driver’s license number, passport
number, or other similar identifiers); commercial information (e.g., records of personal
property, products or services purchased, obtained, or considered, or other purchasing or
consuming histories or tendencies); biometric information; Internet or other electronic network
activity information (e.g., browsing history, search history, and information regarding the
employee’s interaction with an Internet Web site, application, or advertisement); geolocation
information; audio, electronic, visual, thermal, olfactory, or similar information; professional or
employment-related information’ and education information,
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529/529A PLANS AND THE CCPA

Since the enactment of the CCPA, questions have been raised regarding the
impact of the law on 529 college savings plans and ABLE Act (529A) plans
administered by the states. To the extent these plans are offered and operated
by a state or state agency or instrumentality, it would not appear that such
plans would be a “business” as defined in the CCPA. The CCPA defines
business to mean:

Business" means:

(1) A sole proprietorship, partnership, limited liability company,
corporation, association, or other legal entity that is organized or operated
for the profit or financial benefit of its shareholders or other owners, that
collects consumers' personal information, or on the behalf of which such
information is collected and that alone, or jointly with others, determines
the purposes and means of the processing of consumers" personal
information, that does business in the State of California, and that
satisfies one or more of the following thresholds:

(A) As of January 1 of the calendar year, had annual gross revenues
in excess of twenty-five million dollars ($25,000,000) in the preceding
calendar year, as adjusted pursuant to paragraph (5) of subdivision (a) of
Section 1798.185.

(B) Alone or in combination, annually buys or, receives for business
or commercial purposes, the personal information of 100,000 or more
consumers or households; or

(C) Derives 50 percent or more of its annual revenues from selling
consumers' personal information.

(2) Any entity that controls or is controlled by a business, as defined in
paragraph (1), and that shares common branding with the business and
with whom the business shares consumers' personal information.
"Control" or "controlled" means ownership of, or the power to vote, more
than 50 percent of the outstanding shares of any class of voting security
of a business; control in any manner over the election of a majority of the
directors, or of individuals exercising similar functions; or the power to
exercise a controlling influence over the management of a company.
"Common branding' means a shared name, servicemark, or trademark,
such that the average consumer would understand that two or more
entities are commonly owned.

(3) A joint venture or partnership composed of businesses in which each
business has at least a 40 percent interest. For purposes of this title, the
joint venture or partnership and each business that composes the joint
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venture or partnership shall separately be considered a single business,
except that personal information in the possession of each business and
disclosed to the joint venture or partnership shall not be shared with the
other business.

(4) A person that does business in California, that is not covered by
paragraphs (1), (2), or (3) and that voluntarily certifies to the California
Privacy Protection Agency that it is in compliance with, and agrees to be
bound by, this title.

With respect to any private sector partners a state retains to operate all or part
of their plan, it would appear that such entities are financial institutions
pursuant to the GLBA and, therefore, able to rely upon the exemption in
Section 1798.145(e) of the CCPA. Similarly, the provisions added to the CCPA
to address the treatment of employees of such entities or the businesses they
engage with would appear to apply to such private sector partners of these
plans.

As noted above, the Institute encourages all members to consult their own
internal or external counsel to conduct their own analysis of the CCPA
as revised and the GLBA to determine the law’s impact on their business.
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