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The California Consumer Privacy Act (CCPA), which was enacted in 2018, applies to
entities that qualify as a “business” under the Act.! Importantly, however, if such business
is subject to the Gramm-Leach-Bliley Act (GLBA), Subsections 1798.145(e), (g), and (m) of
the CCPA provides exemptions from the CCPA for the business. As such, mutual funds,
and other financial institutions that are subject to the GLBA should only be subject to
Sections 1798.110(b) and 1798.120 of the CCPA. These requirements are discussed below
under the heading “I. GLBA Eligible Institutions.”

For all businesses that cannot rely on the GLBA exemption in the CCPA, the questions
listed under the heading “II. Non-GLBA Eligible Institutions” are issues to consider in
implementing the CCPA, prior to its effective date of January 1, 2020 and its compliance
date of July 1, 2020.

This information is provided as a resource to ICI’s members. It is not intended to be an
exhaustive list of issues a business must consider to be compliant with the CCPA. We
recommend that members consult their internal or outside counsel to determine the impact
of the CCPA on the member’s business.

! Business" is defined in Section 1798.140(c) of the CCPA to mean:

(1) A sole proprietorship, partnership, limited liability company, corporation,
association, or other legal entity that is organized or operated for the profit or
financial benefit of its shareholders or other owners, that collects consumers'
personal information, or on the behalf of which such information is collected and
that alone, or jointly with others, determines the purposes and means of the
processing of consumers" personal information, that does business in the State
of California, and that satisfies one or more of the following thresholds:

(A) As of January 1 of the calendar year, had annual gross revenues in
excess of twenty-five million dollars ($25,000,000) in the preceding calendar year,
as adjusted pursuant to paragraph (5) of subdivision (a) of Section 1798.185.

(B) Alone or in combination, annually buys or, receives for business or
commercial purposes, the personal information of 100,000 or more consumers or
households; or

(C) Derives 50 percent or more of its annual revenues from selling
consumers' personal information.




I. GLBA-ELIGIBLE INSTITUTIONS

As noted above, Section 1798.145(e) of the GLBA provides an exemption from the CCPA
for institutions subject to the GLBA. In addition, in 2019 the California General
Assembly added two new exemptions, which can be found in Subsections
1798.145(g) and (m) of the CCPA. Until January 1, 2021, these provisions
exempt from the CCPA employee information. As a result, it appears that, until
January 1, 2021, the only provisions in the CCPA that financial institutions
subject to both the GLBA and the CCPA need to implement are:

» The provision in Section 1798.100(b), which impose upon an employer a
duty to inform its employees, prior to or at the time of collecting
personal information from such employees, of the categories of personal
information that will be collected from them and how the employer plans
to use such information;? and

» With respect to employee information obtained in connection with a
business-to-business transaction, the provision in Section 1798.120
that provides a consumer to right to opt-out of the sale if the consumer’s
personal information.

As a result, GLBA-eligible institutions need to consider the following
questions:

O Consistent with the requirements of Section 1798.100(b) and 1798.145(g), are you
prepared, at or before the point of collection, to:

(1) Inform your employees of the categories of personal information you will
collect from them and the purpose for which the information shall be used?

(2) Ensure that you will not collect additional categories of information unless
first informing your employees of such collection and the purpose for which
the information will be used?

2 See fn. 8 above. Pursuant to Section 1798.130 and 1798.140 of the CCPA, it appears that
the “categories” referred to in this provision include the following: identifiers (e.g., real name,
alias, postal address, unique personal identifier, online identifier Internet Protocol address,
email address, account name, social security number, driver’s license number, passport
number, or other similar identifiers); commercial information (e.g., records of personal
property, products or services purchased, obtained, or considered, or other purchasing or
consuming histories or tendencies); biometric information; Internet or other electronic network
activity information (e.g., browsing history, search history, and information regarding the
employee’s interaction with an Internet Web site, application, or advertisement); geolocation
information; audio, electronic, visual, thermal, olfactory, or similar information; professional or
employment-related information’ and education information,



Consistent with the requirements of Sections 1798.120 and 1798.145(m), with
respect to any consumer information you obtain about another business’s
employees in connection with a business-to-business transaction, are you prepared
to either refrain from selling such consumer information or provide the consumer
the ability to opt-out of such sale?

NON-GLBA ELIGIBLE INSTITUTIONS

Which of your customers will you cover when you implement the new law — all of
them or only your California shareholders?

Note: While the law only applies to California consumers, some businesses may elect to apply it
to all their customers/consumers due to (1) efficiencies or (2) in case other states decide to follow
suit with similar laws.

Which of your affiliates will you need to include when you implement the law?

Note: This issue will be relevant for those businesses that haveaffiliates that may be subject to
the new law. The CCPA’s definition of “business” includes any entity that controls or is
controlled by the business and that shares common branding. As a result, to the extent any of a
business’s affiliates have personal information on a California consumer, the business will need
to keep that affiliate in mind as it implements the new law and respond to consumers’ requests
for it to either disclose the information it has about them or delete such information.

Which of the following categories of personal information do you collect from
consumers?’

= Name, alias, address, unique personal identifier, IP address, email address,
account name, SSN, driver’s license number, passport number, or similar
identifiers;

* Any categories of personal information under Section 1798.80(c);*

3 This list is taken from the law’s definition of “personal information” in Section 1798.140(0).

4 Section 1798.80(c), which became law on January 1, 2010, defined the term “personal information” to mean
“any information that identifies, relates to, describes, or is capable of being associated with, a particular
individual, including, but not limited to, his or her name, signature, social security number, physical
characteristics or description, address, telephone number, passport number, driver’s license or state
identification card number, insurance policy number, education, employment, employment history, bank
account number, credit card number, debit card number, or any other financial information, medical
information, or health insurance information.” The term does not include publicly available information that
is lawfully made available to the general public from federal, state, or local government records.



» Characteristics of protected information under CA or federal law;

= Commercial information, including records of personal property, products or
services purchased, obtained, or considered, or other purchasing or consuming
histories or tendencies;

» Biometric information;

» Internet or electronic network activity including browsing history, search history,
and interaction with websites, applications, or advertisements;

= Geolocation data;

= Audio, electronic, visual, thermal, olfactory, or similar information,;

» Professional or employment-related information;

» Education information that is not publicly available personally-identifiable
information; and

» Inferences drawn from any of this information to create a profile reflecting the
consumer’s preferences, characteristics, psychological trends, predispositions,
behavior, attitudes, intelligence, abilities, and aptitudes.

Note: This question is important because the law requires businesses that are subject to it to
both disclose the “categories” of information they collect on consumers and, in response to a
verifiable consumer request, disclose to the consumer not only the categories of information, but
also the specific pieces of information within the category. The term “personal information”
does not include publicly available information (i.e., information actually made available
through government records). Publicly available information does not include deidentified or
aggregate information.

What are the sources from which you collect the above information?

Note: In order to implement the disclosure and notice requirements, a business will need to
know all sources from which it collects personal information on consumers. Accordingly, in
addition to the information it collects from the consumer, it will also need to be able to identify
any information it receives on a consumer from other sources. Upon a verifiable consumer
request from a shareholder, a business will be required to provide the consumer such
information. Accordingly, this question needs to be considered as part of the business’s
implementation process.

With respect to the consumer information your business collects, what is the
business or commercial purpose for collecting such information and with whom is
that information shared for a business purpose?

Note: The answer to these questions will govern the disclosures a business is required to provide
to a consumer pursuant to Sections 1798.110 and 1798.115(b) of the CCPA. If, instead of
“sharing” such information, the business sells the information, the business would also need to
implement the provisions in the law that govern the sale of consumers’ information. Note that
sharing information to process a transaction or provide a service to a consumer is not considered
a “sale” of such information. See Sections 1798.140(d) and (t).



With respect to every third party with whom you share personal consumer
information for a business purpose, do you have a written contract with such
third party that:

(1) prohibits the third-party from selling such information;

(2) prohibits the third part from retaining, using, or disclosing such information
other than for the specific purpose or performing the services specified in the
contract;

(3) prohibits the third party from retaining, using, or disclosing the information
outside of the direct business relationship with your firm; and

(4) requires the third party to certify that it understands the restrictions in the
contract and will comply with them?

Businesses should also keep in mind that, depending on the nature of their business, if the
business receives personal information on a California consumer from another entity, the
business may be a third-party and, as such, required to that the business’s contract with the
sharing entity meets the requirements of California’s law, including the required certification.

Does your firm “sell”” any consumer’s personal information?

Note: Ifthe answer to this question is “yes,” the business has greater responsibilities under the
law, including providing consumers whose information is sold disclosure of your practices and
offering them the right to opt out of such sale. See Sections 1798.115 and 1798.120 of the law.

Have you considered how you will satisfy the disclosure requirements of
California’s law?

Note: The CCPA includes notice and disclosure requirements that need to be incorporated
either into the business’s website or provided on a California-specific webpage on the business’s
website. See Sections 1798.130 (a)(1) and (5) and 1798.135. Note that such information must
be updated at least once every 12 months.

What “designated methods” will you make available to consumers to enable them
to submit a request for you to disclose required information to them or exercise
their rights under the law?

Note: Section 1798. 130 requires businesses to make available to consumers two or more
designated methods for submitting requests “including, at a minimum, a toll-free telephone
number, and if the business maintains an Internet Web site, a Web site address.”



When a consumer submits a request for information, what process will you have
in place to respond to the request and ensure that it is responded to within 45
days?

Note: The law requires that the business disclose, in response to a verifiable consumer request,
(i) the categories of personal information the business collects about that consumer; (ii) the
categories of sources from which the information is collected; (iii) the business or commercial
purpose for collecting the information, (iv) the categories of third parties with whom the
business shares personal information, (v) the specific pieces of personal information the business
has collected about the consumer; and (vi) the category or categories of personal information
about the consumer the business has collected or sold in the preceding 12 months by reference to
categories in the law that most closely describe the information collected. [The categories consist
of the law’s list of personal information.] See Sections 1798.105, 1798.130, and 1798.135. If
the business sells consumer information, it has additional responsibilities. See Section
1798.115.

What steps will you take to satisfy the law’s requirement that you “ensure that all
individuals responsible for handling consumer inquiries about [your] privacy
practices or the business’s compliance with [that law] are informed of all
requirements in Section 1798.110, 1708.115, 1798.125, and 1798.130, and how to
direct consumers to exercise their rights under those sections’’?

Note: This requirement can be found in Section 1798.130(a)(6).

What process will you have in place to determine that, when a consumer exercises
his or her rights under the law, that you have received a “verifiable consumer
request’’?

Note: The definition of “verifiable consumer request” in Section 1798. 140(y) requires the
business to be able to reasonably verify that the person submitting the request for the consumer’s
information is, in fact, the consumer.

While California’s law provides a consumer a “right” to request that a business
delete information it collects about that consumer, there are several exceptions to
this requirement — including, for example, that the information is necessary to
service the consumer’s account. [Section 1798.105(d) lists these exceptions.]
Assuming a former consumer requests that you delete such information, do you
have a process to satisfy such a request including (1) determining which
information must be deleted and which can be retained; and (2) deleting the
information that must be deleted?

Note: Sections 1798.105 and 1798. 135 will govern this process.




