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Cybersecurity at Work: Exercise Is Important
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Part of a monthly series of ICI Viewpoints covering cybersecurity issues.

In this installment of our series focusing on cybersecurity, we are going to look at exercising—not the type of exercising that many of
us do to stay in shape, though that is a good place to start. There are myriad reasons why people exercise, including to get or stay in
shape, improve a skill set, strengthen weaknesses, or be better prepared for competition. These reasons also apply to the corporate
world, where organizations do their own exercises—fire drills, business continuity plans, active shooter scenarios, etc.—so that
employees are better prepared when something bad happens. Cybersecurity preparedness is no different.

In our last post, we wrote about the importance of incident response plans, as well as some important components they should
include. Yet a well-thought-out incident response plan that sits on a shelf and does not get exercised or updated is not fulfilling its
purpose. These plans need to be tested—exercised—so gaps are identified, changes made, and mitigation strategies improved.
Likewise, staff members need to get comfortable with their roles and responsibilities during a serious cyber incident. Like many
endeavors, what is required is practice, practice, practice.

One type of practice session is known as a tabletop exercise. Let’s look at some aspects of what makes for a good one, drawn from
an excellent guide created by the U.S. Department of Homeland Security.

Assuming you’ve already identified the correct participants, when conducting a cyber tabletop exercise, you want to first set a goal
regarding the scope of the scenario you will simulate—for example, a distributed denial-of-service attack—and detail how
complicated you want the exercise to be. You also should establish separate goals for what you want the test to accomplish—for
example, how well existing policies and procedures are designed to respond to a threat, and whether or not contact information is up
to date. As your firm steps through the scenario, the exercise will provide an opportunity to validate this and other information. It is
important that someone document the exercise’s findings, so any gaps in procedures can be addressed as appropriate.

There are some challenges associated with a tabletop exercise that you should recognize. For example, it will likely come as no
surprise that some participants will be less excited than others to take time away from their daily responsibilities to walk through a
test exercise. So, to get the most value from the time spent exercising, it’s important to take time to plan the scenario well.

Another challenge involves time—or, more precisely, the lack of it. Small firms in particular may find it a bit more challenging to find
an acceptable time to conduct the test, especially as test scenarios become more complicated and require employees to take an
entire day or more to work through an exercise. Organizations need to keep in mind, however, that the benefits of a good test in
identifying vulnerabilities will prove extremely valuable during a real event.

A component of these exercises usually includes a penetration test, either announced or not. Such tests—which attempt to gain
access to information systems without knowledge of usernames, passwords, or other normal means of access—can enable an
organization to measure many aspects of its information security program, including:

the time it takes to detect and respond to abnormal network activity;

the time it takes to declare an incident;

whether incident-response procedures are followed; and
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the effectiveness of personnel and equipment.

It is during a test that you want to “fail”—or, if you prefer, to find any existing gaps in processes, procedures, or equipment that can be
remediated, enabling the firm to be better positioned to counter a real attack. For some smaller firms, this may seem overwhelming,
but remember: tabletop exercises can be as simple or as complex as appropriate for the firm.

Just as when you exercise your body, it may be difficult at first, but with regular practice, you’ll get used to it—and better at it.
Organizations that have a plan and test it regularly through tabletop and other exercises will find that they perform better under more
difficult conditions. Weightlifters like to say, “no pain, no gain.” In this case, the long-term gain will be more than worth the initial pain.

Join us next month, when our next post will answer this question: what is an exchange of data between organizations, people, and
technologies?

Additional Resources:

Information Security Resource Center
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